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P
reface
The Gemalto two-factor authentication solution provides strong authentication based 
on smart cards for the enterprise, banking, and internet service provider (ISP) markets.

This solution enables organizations to deploy a strong authentication solution for their 
end users, whether local or remote. The system can service a broad range of 
deployments, from small corporations with less than 100 users to ISPs with potentially 
millions of users.

Who Should Read This Book
This guide is intended for system administrators and integrators responsible for 
configuring and managing the SA Server and related third-party products. In particular 
it describes how to configure the system to send virtual one-time passwords (OTPs) to 
customers as SMS text messages.

Administrators should be familiar with:

■ The SA Server system architecture, as explained in this guide.

■ Administrative tasks on the selected platform.

For More Information
For a complete list of the documentation for the Gemalto Strong Authentication (SA) 
Server, refer to the release notes (README.txt) on the Gemalto SA Server CD 

For more information about other supported components, see the manufacturer’s 
documentation for those products.



vi Preface
Conventions
The following conventions are used in this document:

Numeric values
By default, numeric values are expressed in decimal notation.

■ Hexadecimal numbers are followed by the ‘h’ character. For example, the decimal 
value 13 is expressed in hexadecimal as 0Dh.

In this manual, the following highlighting styles are used: 

■ Bold —  In instructions, commands, file names, folder names, key names, icons, 
menus, menu items, field names, buttons, check boxes, tabs, registry keys and 
values.

■ Italic — Variables that you must replace with a value, book titles, new or 
emphasized terms.

In this manual, hyperlinks are marked as described below:

■ Internal Links — Displayed in quotation marks. When viewing this book online, click 
an internal link to jump to a different section of the book.

■ External Links — Displayed in blue, underlined text. When viewing this book online, 
click an external link to launch your default browser (or email program) to navigate 
to that Web address or compose an email.

In this manual, notes and cautions are marked like this:

Contact Our Hotline
If you do not find the information you need in this manual, or if you find errors, contact 
the Gemalto hotline at http://support.gemalto.com/.

Please note the document reference number, your job function, and the name of your 
company. (You will find the document reference number at the bottom of the legal 
notice on the inside front cover.)

Note: Information that further explains a concept or instruction, tips, and tricks.

Caution: Information that alerts you to potentially severe problems that might result in 
loss of data or system failure. 
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Sending OTPs by SMS

Overview
You can enable users to receive OTPs by SMS on their mobile phones. There are two 
main scenarios:

■ The user has an SMS device and SMS is the normal way of sending OTPs to the 
user.

■ The user is issued a virtual device because he or she has lost their device and 
SMS is chosen as the way of communicating the OTPs to the user.

From the User’s Point of View
These are the steps the user takes to receive OTPs by SMS:

1 The user logs on to the web portal of the company or bank or Internet Service 
Provider and in the Login page clicks Request OTP by SMS (as can be 
demonstrated in SA Server’s User Portal).

2 The user enters his or her user ID and password and makes sure that his or her 
mobile phone is switched on.

3 The user clicks Submit to generate the OTP request, and shortly afterwards 
receives the OTP as an SMS.

How to Implement this Feature
To implement this feature in your SA Server, you will need to follow these steps:

1 Create an SMS profile as described in “Adding an SMS Profile” on page 4. The 
SMS Profile is where you define the parameters relating to the SMS environment.

2 Create an OATH SMS policy for your devices. Please refer to “Creating the OATH 
Policy” on page 6. 

3 Check the user details for each user who is to receive OTPs by SMS. Make sure 
each user record has a valid value in the field Mobile Phone #. Refer to “Checking 
the User Details” on page 8.

4 Make sure that the role assigned to the user has the privilege Generate SMS OTP 
checked. Refer to “Checking the Role” on page 9.
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Managing SMS Profiles
In order to send OTPs to users via an SMS, you will need to configure an SMS profile 
for your system. This profile describes the SMS environment. You can in fact have as 
many SMS profiles as you like, but only one can be active at any time.

To access this section, click Manage SMS Profiles in the System Administration 
menu. This displays the Manage SMS Profiles window as shown in “Figure 1”.

Figure 1 - Manage SMS Profiles Window

From this window you can:

■ View All SMS Profiles

■ Add an SMS Profile

Viewing All SMS Profiles
This function enables you to:

■ See a list of the SMS profiles currently available in your system

■ Update the details of a particular SMS profile

■ Add an SMS profile to the list

■ Delete an SMS Profile from the list

To access these functions, click View All SMS Profiles in the Manage SMS Profiles 
window, shown in “Figure 1”. This action displays the window shown in “Figure 2” on 
page 3.
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Figure 2 - View All SMS Profiles

The window displays a list of the SMS profiles currently available in your system.

To update the details of an SMS profile:
1 In the View All SMS Profiles window, click the SMS profile that you want to 

update. This displays the View SMS Profile window with that modules details of 
the module as shown in “Figure 3”.

Figure 3 - View SMS Profile

2 Modify the parameters in the window, then click Update. If the update is 
successful, a message displays to tell you this.

The parameters are described in “To add an SMS profile to the list:” on page 4.
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Adding an SMS Profile
To add an SMS profile to the list:
1 From the View All SMS Profiles window in “Figure 2” on page 3, click Add an 

SMS Profile. This displays the window shown in “Figure 4”.

Figure 4 - Add An SMS Profile

2 In Description, you can if you choose enter text to describe your SMS profile.

3 In Active Profile, check the box if you want this profile to be the active one. As only 
one SMS profile can be active at any time, you cannot choose this if another profile 
is currently active in the system. You can of course create the profile as “inactive” 
and modify the profiles afterwards.

4 In Type, either select SMSC or HTTP according to your type of SMS service 
provider. If you choose HTTP, the window changes to the one in “Figure 5” on 
page 5. In that case, complete the rest of that window as described in “To add an 
HTTP type SMS profile to the list:” on page 5.

5 If you chose SMSC, complete the rest of the window as follows:

– In Originating Address enter the phone number of the SMS sender. This must 
contain only numbers, the + sign or spaces.

– In Data Coding Scheme, enter a number from 0 to 255.

– In Protocol ID, enter a number from 0 to 255.

– In Validity Period, enter the validity period for the SMS messages in seconds. 
If the SMS-C cannot send the message in this time, it discards the message.

– In System ID, enter the user ID that SA Server uses to log in to the SMS-C 
service. 

– In Password and Confirm Password, enter the password that SA Server uses 
to log in to the SMS-C service.

– In the remaining fields enter the TCP IP addresses and port numbers for the 
SMS-C connection.
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6 When you have completed the window, click Create. If the creation is successful, a 
message displays telling you this

7 If you want to add further SMS profiles, enter the details of the next module and 
click Create.

To add an HTTP type SMS profile to the list:
1 If you have not already done so, from the View All SMS Profiles window in “Figure 

2” on page 3, click Add an SMS Profile. In Type, choose HTTP. This displays the 
window shown in “Figure 5”.

Figure 5 - Add An HTTP Type SMS Profile

2 Complete the rest of the window as follows:

– In URL enter the dynamic URL of the HTTP SMS server, using the embedded 
tags shown in the window. 

– In Expected Result, enter the string that you want to appear if the SMS is sent 
successfully.

– In Active Proxy Server, choose Enabled or Disabled depending on whether 
or not your system uses a proxy server.

– The last two fields appear only if you choose Active Proxy Server enabled. 
Enter the IP address and Port number for the Proxy Server.

3 When you have completed the window, click Create. If the creation is successful, a 
message displays telling you this

4 If you want to add further SMS profiles, enter the details of the next module and 
click Create.

Note: If you want to begin again, before you click Create, you can clear your 
parameters by clicking Start Over.

Note: If you want to begin again, before you click Create, you can clear your 
parameters by clicking Start Over.
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To delete an SMS profile from the list:
1 From the View All SMS Profiles window, check the boxes next to the SMS profiles 

that you want to delete, as shown in “Figure 6”.

Figure 6 - Delete SMS Profiles

2 Click Delete. If successful, a message displays telling you this and the SMS 
profile(s) are removed from the system.

Add an SMS Profile
You can add an SMS profile directly from the Manage SMS Profiles window, shown in 
“Figure 1” on page 2. This opens the same window as that shown in “Figure 4” on 
page 4. Follow the same instructions.

Creating the OATH Policy
You need to create a policy for each type of scenario described at the beginning of this 
document:

■ One for devices that receive OTPs by SMS as the standard method.

■ One for virtual devices, where the user has lost their real device and wishes to 
receive his or her virtual OTP by SMS.

For full details on how to create OATH policies, please refer to the Customer Care 
Portal Guide. 

SMS Devices
When you create the OATH policy for SMS devices, (Manage Policies > Create 
OATH Policy), set the Device Mode to SMS as shown in “Figure 7” on page 7.
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Figure 7 - Create OATH Policy - SMS Devices

The Send Mode is automatically set to SMS for SMS devices.

Virtual Devices
When you create the OATH policy for Virtual devices, (Manage Policies > Create 
OATH Policy), set the Device Mode to Virtual as shown in “Figure 8”.

Figure 8 - Create OATH Policy - Virtual Devices

In Send Mode choose SMS.
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Checking the User Details
For details on how to view user records, please refer to the Customer Care Portal 
Guide.

Here the important thing to note is that for a user to receive an OTP via SMS, the 
Mobile Phone# must be present and valid in the user record as shown in “Figure 9”

Figure 9 - View User Window
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Checking the Role
For details on how to view role details, please refer to the Customer Care Portal Guide.

Here the important thing to note is that for a user to receive an OTP via SMS, the role 
assigned to him or her must have the Generate SMS OTP privilege as shown in 
“Figure 10”.

Figure 10 - View Role Window
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Modifying the SMS Message
When users receive an OTP by SMS, the message has some accompanying text, for 
example “Please use the following SMS 1-time key to access SA Server. This value 
expires on”. You can change this message by modifying it in the appropriate XML file. 
There is one file for SMS devices and one for virtual devices.

These files can be accessed via the System Administration part of the Customer Care 
Portal. They are located in Home > Manage System Settings > Other Settings:

Figure 11 - The “Other Settings” Window

For details on how to replace these files, refer to the System Administration Guide.
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